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Abstract of EP1241838 

A system and method for enabling a zero 
configuration nomadic wireless and wired 
computing environment presenting a just works 
experience is presented. The system examines 
predefined user preference or profile settings to 
determine to which of a competing number of 
wireless networks available it should connect, 
and what type of authentication should be used 
for such connection. Nomadic wireless computing 
between infrastructure wireless networks and ad 
hoc wireless networks may be accomplished 
without further user intervention required in an 
auto mode. Also, both infrastructure only and ad 
hoc only modes are available through the system 
of the invention. Further, the user may set a 
preference for infrastructure or ad hoc modes in 
the auto mode. With an infrastructure mode 
preference set, the system will automatically 
detect and transfer connectivity to a newly 
available infrastructure wireless network if the 
user was previously operating off-line or in ad 
hoc mode. 
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(57) A system and method for enabling a zero con- 
figuration nomadic wireless and wired computing envi- 
ronment presenting a just works experience is present- 
ed. The system examines predefined user preference 
or profile settings to determine to which of a competing 
number of wireless networks available it should con- 
nect, and what type of authentication should be used for 
such connection. Nomadic wireless computing between 
infrastructure wireless networks and ad hoc wireless 



networks may be accomplished without further user in- 
tervention required in an auto mode. Also, both infra- 
structure only and ad hoc only modes are available 
through the system of the invention. Further, the user 
may set a preference for infrastructure or ad hoc modes 
in the auto mode. With an infrastructure mode prefer- 
ence set, the system will automatically detect and trans- 
fer connectivity to a newly available infrastructure wire- 
less network if the userwas previously operating off-line 
or in ad hoc mode. 
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Description 

TECHNICAL FIELD 

s [0001] This invention relates generally to wireless computing configuration and connectivity, and more specifically 
to system configuration and connectivity provided for wireless computing for IEEE 802.11 networks. 

BACKGROUND OF THE INVENTION 

10 [0002] Most businesses have recognized the substantial benefits gained by operating in a networked computing 
environment. By establishing local area networks (LAN), businesses allow their employees to share network resources, 
such as printers, file servers, modem banks, e-mail servers, etc., while maintaining the distributed computing power 
of having a plurality of individual work station computers. Indeed, the benefits of networked computing are now available 
for home computing environments as more and more households begin having more than one computer. Now, as with 

's at the office, network resources (e.g., a printer) may be shared among the members of the household. 

[0003] Unfortunately, despite all the benefits that the networks provide, their hardwired architecture presents several 
problems that tend to limit the users ability to compute in a flexible manner. For example, many networked computer 
users are now provided theflexibilitytotaketheircomputers with them wherever they go by utilizing laptop and notebook 
sized computers. Unfortunately, however, the physical wired architecture often does not accommodate multiple users 

20 in a particular location (e.g., in a meeting room) due to the limit of network connection port outlets that are physically 
installed at that particular location. Therefore, while a user has the theoretical ability to connect to the network from 
any location wherein a network port outlet is provided, the physical realities of the wiring installation often limit this. 
Additionally, even if a sufficient number of outlet ports were provided, the requirement for each user to carry around 
network cabling of lengths sufficient to couple to a network outlet is undesirable from a user standpoint. Likewise, the 

25 cost and difficulty of installing network cabling within a household to provide connectivity for each room of the house 
often limits the actual cable installed to only those fixed locations where computers and network resources are currently 
located. Therefore, such hardwired systems essentially preclude the mobile computing that has been enabled by the 
portable computing devices currently on the market. 

[0004] In recognition of the significant limitations that a wired LAN architecture places on the mobility and flexibility 

30 of modern computing, many industry leaders have developed and are now implementing wireless networks. These 
wireless networks allow for substantially increased flexibility by enabling truly nomadic computing from any location 
within the business enterprise covered by the wireless LAN. No longer do users need to carry network connection 
cables and restrict themselves to computing only in physical locations where network connection outlets are provided. 
This wireless networking technology also has significant advantages for the home computer user who may now have 

35 full home network accessibility from any location within the house that is convenient. 

[0005] Recognizing the tremendous benefits provided by wireless networking, their deployment in airports, hotels, 
schools, etc., is becoming much more widespread. Further, with the increasing popularity of handheld computing de- 
vices, the deployment of such wireless networks in shopping malls, grocery stores, is envisioned. Further, wireless 
wide area network computing having coverage areas similar to that currently in widespread use for wireless telephone 

40 systems enable true nomadic computing regardless of a user's physical location. In this way, nomadic computer users 
are able to access their network resources and remain productive while waiting on a plane, commuting on a train, etc. 
[0006] Recognizing that compatibility among the various network service providers who may deploy these wireless 
networks is of paramount importance to ensure the continued growth and acceptance of such technology, various 
industry standards have been developed. One such standard developed by the Institute of Electrical and Electronics 

45 Engineers (IEEE) is designated by IEEE 802.11. Under this wireless standard, nomadic computer users may form their 
own network in an ad hoc mode, or may connect to an established network in an infrastructure mode. In the ad hoc 
mode, there is no structure to the network, and each member is typically able to communicate with every other member. 
These ad hoc networks may be formed whenever a group of users wish to communicate among themselves to share 
information such as during a meeting. An example of such an ad hoc formed network under IEEE 802.11 is illustrated 

50 in Figure 2. As may be seen from this simplified Figure, multiple users 200, 202, 204 communicate with one another 
in their own loosely formed network, all without the requirement of being coupled together by hard wires. 
[0007] The second type of network structure of IEEE 802.11 is known as an infrastructure network and is illustrated 
in simplified form in Figure 3. As may be seen, this architecture utilizes at least one fixed network access point (AP) 
206 through which a mobile computer user 208 can communicate with the network members 210, 212, 214 and re- 

55 sources 216, 218, 220. These network access points 206 may be connected to hardwired land lines to broaden the 
wireless network's capability by bridging these wireless nodes to other wired nodes on the established network 222. 
[0008] Unfortunately, despite the significant advantages and flexibility that wireless networking brings to the com- 
puting environment, once a user has actually become coupled to the wireless network, the current user experience in 
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configuring and connecting to such a wireless network is still quite complex and input intensive. Specifically, once a 
nomadic computer user enters a wireless network coverage area, the user is required to open a user interface (Ul) 
and select the connection method under 802.1 1 . At work, the nomadic computer user will typically select the infrastruc- 
ture mode to connect to the corporate LAN. In addition to selecting the type of mode in which to operate, the user must 

s also input the name of the network to which it is to connect. While such an entry is a simple matter when the corporate 
network name is known, when traveling and In an airport, hotel, etc., the user may not know the network name estab- 
lished therein. Further, it is foreseeable that public places such as airports may well have multiple network service 
providers available for connection, which further complicates the name selection to allow a user to connect to that 
particular wireless network. Further, there may be a myriad of other parameters which the user must manually configure 

10 to allow full connectivity to the wireless network based upon that user's application and data rate requirements. 

[0009] Further detracting from the user experience is the requirement of current wireless networks and mobile com- 
puting devices that force a user to manually reconfigure the network settings when transferring between networks. For 
example, a user who accesses a wireless network at work and at home must upon each transition from work to home 
and back manually reconfigure his wireless network configuration settings before being able to transition from one 

'5 wireless network to the other. Further, if the user has the wireless network set to infrastructure mode in his home and 
a problem occurs with one of the machines on the network that includes the functionality of an access point, the user 
will be forced to manually reconfigure all of the other machines in his house to enable networking in an ad hoc mode. 
This constant requirement that the user manually reconfigure the wireless network settings and configuration severely 
limits the promise of true nomadic computing enabled by the underlying wireless network technology. 

so 

SUMMARY OF THE INVENTION 

[001 0] The system and method of the present invention involve a zero configuration approach for network connectivity 
that practically eliminates the need for user interaction. This approach, unlike current systems that require multiple 

25 configuration and reconfiguration steps to be undertaken to associate with a network in either the wired or wireless 
infrastructure or ad hoc modes, provides the user with a "just works" experience. The approach of the present invention 
performs automatic network connectivity with the "appropriate" network based on various parameters, as may be set 
by the user and/or programmatically determined by an application. Usage and deduction of location information from 
the wireless network signals also allows the system of the present invention to properly select output devices based 

30 on current location (e.g. will automatically print to a physically proximate printer). 

[0011] The system operates by periodically scanning across all wireless channels to determine currently available 
infrastructure networks and machines currently using the ad hoc mode. Based on the scan the system may attempt to 
associate with a particular infrastructure network based on either an a priori criteria or based on programmatically 
generated criteria. In the event it does not succeed, the system may attempt to associate with other detected infra- 

35 structure networks. Based on the configuration setup, the setup may then choose to join a pre-configured Ad Hoc mode 
cell if available or create one if one does not exist using a vacant channel if ad hoc networking is to be used. In order 
to ensure consistent behavior in the Ad Hoc mode when using DSSS, the STA forming an IBSS cell should default to 
a particular channel. For example, in the ISM 2.4 GHz band, the default may be set to channel 6 (2.437 GHz). Alter- 
natively, the STA forming an IBSS cell may determine the channel that has the least potential for RF interference and 

to default to that particular channel. This preferred channel selection, in one embodiment, is based on appropriate fre- 
quency reuse principles and the channels used and received signal strength from beaconing sources. 
[0012] In one embodiment, Infrastructure mode is preferred over Ad Hoc, although the user may change this. With 
respect to authentication, the preference for zero configuration IEEE 802.11 usage mode without IEEE 802. 1X is a) 
infrastructure mode, then b) Ad Hoc mode. The preference for zero configuration IEEE 802.11 usage mode using 

45 802.1 X authentication is a) Infrastructure mode with login as a valid user with credentials, b) Infrastructure mode with 
login as an unauthenticated user without credentials, and c) Ad Hoc mode. The service set identifier (SSID) for the Ad 
Hoc mode may be set to a default value, e.g. MSADHOC, to ensure seamless operation in Ad Hoc mode in the zero 
configuration approach. In the presence of other ad hoc nodes using a different SSID than the default value, the machine 
may use the other SSID to communicate with the other ad hoc machine(s). 

50 [0013] While currently IEEE 802.11 network interface vendors provide utilities to set configuration parameters, one 
embodiment of the present invention is to cache key preferred IEEE 802.11 configuration parameters such as SSID 
for Infrastructure and Ad Hoc modes. The ability to set such generic configuration information enhances user experience 
by enabling a common approach to the instantiation of IEEE 802.11 configuration parameters across network interface 
vendors. 

55 [001 4] In addition to the wireless computing environments just discussed, application of the teachings of the invention 
in a wired computing environment is also contemplated. The notion of zero configuration may also be extended to 
higher networking layers. For example, in cases where multiple network interfaces are active within a device, the 
application of the zero configuration of the present invention to this layer involves the selection of an appropriate network 
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interface based on selection criteria, such as interface speed, interface type, and other cost metrics. This selection 
process takes place at a generic layer of the zero configuration approach. However, within each interface type an 
interface specific zero configuration layer may be used to select a preferred interface, if more than one physical interface 
is available for that particular network connectivity topology, 
s [0015] Additional features and advantages of the invention will be made apparent from the following detailed de- 
scription of illustrative embodiments, which proceeds with reference to the accompanying figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

10 [0016] While the appended claims set forth the features of the present invention with particularity, the invention, 
together with its objects and advantages, may be best understood from the following detailed description taken in 
conjunction with the accompanying drawings of which: 

[001 7] Figure 1 is a block diagram generally illustrating an exemplary computer system on which the present invention 
resides; 

'5 [0018] Figure 2 illustrates an IEEE 802.11 Ad Hoc wireless network; 

[0019] Figure 3 illustrates an IEEE 802.11 Infrastructure wireless network; 

[0020] Figure 4 is a simplified wireless network coverage zone diagram illustrating overlapping areas of coverage 
by different wireless network service providers and stations; 

[0021] Figure 5 is a simplified functional diagram illustrating the logical interface provided by the zero configuration 
20 system and method of the invention between various applications and the multiple wireless networks that are available; 
[0022] Figure 6 is a simplified flow diagram illustrating the automated detection, selection, and association process 
of the present invention; and 

[0023] Figure 7 is a simplified functional diagram illustrating the logical interface provided by the zero configuration 
system and method of the invention from the upper layer protocol stack and the multiple networks that are available, 
25 both wireless and wired. 

DETAILED DESCRIPTION OF THE INVENTION 

[0024] Turning to the drawings, wherein like reference numerals refer to like elements, the invention is illustrated as 
30 being implemented in a suitable computing environment. Although not required, the invention will be described in the 
general context of computer-executable instructions, such as program modules, being executed by a personal com- 
puter. Generally, program modules include routines, programs, objects, components, data structures, etc. that perform 
particular tasks or implement particular abstract data types. Moreover, those skilled in the art will appreciate that the 
invention may be practiced with other computer system configurations, including hand-held devices, multi-processor 
35 systems, microprocessor based or programmable consumer electronics, network PCs, minicomputers, mainframe 
computers, and the like. The invention may also be practiced in distributed computing environments where tasks are 
performed by remote processing devices that are linked through a communications network. In a distributed computing 
environment, program modules may be located in both local and remote memory storage devices. 
[0025] Figure 1 illustrates an example of a suitable computing system environment 1 00 on which the invention may 
40 be implemented. The computing system environment 1 00 is only one example of a suitable computing environment 
and is not intended to suggest any limitation as to the scope of use or functionality of the invention. Neither should the 
computing environment 1 00 be interpreted as having any dependency or requirement relating to any one orcombination 
of components illustrated in the exemplary operating environment 100. 

[0026] The invention is operational with numerous other general purpose or special purpose computing system en- 
45 vironments or configurations. Examples of well known computing systems, environments, and/or configurations that 
may be suitable for use with the invention include, but are not limited to, personal computers, server computers, hand- 
held or laptop devices, multiprocessor systems, microprocessor-based systems, set top boxes, programmable con- 
sumer electronics, network PCs, minicomputers, mainframe computers, distributed computing environments that in- 
clude any of the above systems or devices, and the like. 
so [0027] The invention may be described in the general context of computer-executable instructions, such as program 
modules, being executed by a computer. Generally, program modules include routines, programs, objects, components, 
data structures, etc. that perform particular tasks or implement particular abstract data types. The invention may also 
be practiced in distributed computing environments where tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed computing environment, program modules may be located 
55 in both local and remote computer storage media including memory storage devices. 

[0028] With reference to Figure 1 , an exemplary system for implementing the invention includes a general purpose 
computing device in the form of a computer 110. Components of computer 110 may include, but are not limited to, a 
processing unit 120, a system memory 130, and a system bus 121 that couples various system components including 
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the system memory to the processing unit 120. The system bus 121 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral bus, and a local bus using any of a variety of bus architec- 
tures. Byway of example, and not limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro 
Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Associate (VESA) local bus, 

s and Peripheral Component Interconnect (PCI) bus also known as Mezzanine bus. 

[0029] Computer 1 1 0 typically includes a variety of computer readable media. Computer readable media can be any 
available media that can be accessed by computer 110 and includes both volatile and nonvolatile media, removable 
and non-removable media. By way of example, and not limitation, computer readable media may comprise computer 
storage media and communication media. Computer storage media includes both volatile and nonvolatile, removable 

10 and non-removable media implemented in any method or technology for storage of information such as computer 
readable instructions, data structures, program modules or other data. Computer storage media includes, but is not 
limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital versatile disks (DVD) 
or other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage 
devices, or any other medium which can be used to store the desired information and which can be accessed by 

'5 computer 110. Communication media typically embodies computer readable instructions, data structures, program 
modules or other data in a modulated data signal such as a carrier wave or other transport mechanism and includes 
any information delivery media. The term "modulated data signal" means a signal that has one or more of its charac- 
teristics set or changed in such a manner as to encode information in the signal. By way of example, and not limitation, 
communication media includes wired media such as a wired network or direct-wired connection, and wireless media 

20 such as acoustic, RF, infrared, optical and other wireless media. Combinations of the any of the above should also be 
included within the scope of computer readable media. 

[0030] The system memory 1 30 includes computer storage media in the form of volatile and/or nonvolatile memory 
such as read only memory (ROM) 131 and random access memory (RAM) 132. A basic input/output system 133 
(BIOS), containing the basic routines that help to transfer information between elements within computer 110, such as 
25 during start-up, is typically stored in ROM 131. RAM 132 typically contains data and/or program modules that are 
immediately accessible to and/or presently being operated on by processing unit 120. By way of example, and not 
limitation, Figure 1 illustrates operating system 134, application programs 135, other program modules 136, and pro- 
gram data 137. 

[0031] The computer 110 may also include other removable/non-removable, volatile/nonvolatile computer storage 
30 media. Byway of example only, Figure 1 illustrates a hard disk drive 141 that reads from or writes to non-removable, 
nonvolatile magnetic media, a magnetic disk drive 1 51 that reads from or writes to a removable, nonvolatile magnetic 
disk 152, and an optical disk drive 155 that reads from or writes to a removable, nonvolatile optical disk 156 such as 
a CD ROM or other optical media. Other removable/non-removable, volatile/nonvolatile computer storage media that 
can be used in the exemplary operating environment include, but are not limited to, magnetic tape cassettes, flash 
35 memory cards, digital versatile disks, digital video tape, solid state RAM, solid state ROM, and the like. The hard disk 
drive 141 is typically connected to the system bus 121 through a non-removable memory interface such as interface 
1 40, and magnetic disk drive 1 51 and optical disk drive 1 55 are typically connected to the system bus 1 21 by a remov- 
able memory interface, such as interface 150. 

[0032] The drives and their associated computer storage media discussed above and illustrated in Figure 1 , provide 
■to storage of computer readable instructions, data structures, program modules and other data for the computer 110. In 
Figure 1, for example, hard disk drive 141 is illustrated as storing operating system 144, application programs 145, 
other program modules 1 46, and program data 1 47. Note that these components can either be the same as or different 
from operating system 134, application programs 135, other program modules 136, and program data 137. Operating 
system 144, application programs 145, other program modules 1 46, and program data 1 47 are given different numbers 
45 hereto illustrate that, at a minimum, they are different copies. A user may enter commands and information into the 
computer 20 through input devices such as a keyboard 1 62 and pointing device 1 61 , commonly referred to as a mouse, 
trackball or touch pad. Other input devices (not shown) may include a microphone, joystick, game pad, satellite dish, 
scanner, or the like. These and other input devices are often connected to the processing unit 1 20 through a user input 
interface 160 that is coupled to the system bus, but may be connected by other interface and bus structures, such as 
so a parallel port, game port or a universal serial bus (USB). A monitor 1 91 or other type of display device is also connected 
to the system bus 121 via an interface, such as a video interface 190. In addition to the monitor, computers may also 
include other peripheral output devices such as speakers 197 and printer 196, which may be connected through an 
output peripheral interface 190. 

[0033] The computer 110 may operate in a networked environment using logical connections to one or more remote 
55 computers, such as a remote computer 1 80. The remote computer 1 80 may be another personal computer, a server, 
a router, a network PC, a peer device or other common network node, and typically includes many or all of the elements 
described above relative to the personal computer 1 1 0, although only a memory storage device 1 81 has been illustrated 
in Figure 1. The logical connections depicted in Figure 1 include a local area network (LAN) 171 and a wide area 
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network (WAN) 173, but may also include other networks, e.g. the wireless personal area network (PAN). Such net- 
working environments are commonplace in offices, enterprise-wide computer networks, intranets and the Internet. 
[0034] When used in a LAN networking environment, the personal computer 1 1 0 is connected to the LAN 1 71 through 
a network interface or adapter 1 70. This network interface or adapter 1 70 may be connected by hard wire, or may be 

5 in wireless communication with a wireless LAN 1 71 by radio frequency, infrared, etc. communications. When used in 
a WAN networking environment, the computer 110 typically includes a modem 172 or other means for establishing 
communications over the WAN 173, such as the Internet. The modem 172, which may be internal or external, may be 
connected to the system bus 121 via the user input interface 160, or other appropriate mechanism. In a networked 
environment, program modules depicted relative to the personal computer 1 1 0, or portions thereof, may be stored in 

'0 the remote memory storage device. By way of example, and not limitation, Figure 1 illustrates remote application 
programs 185 as residing on memory device 181. It will be appreciated that the network connections shown are ex- 
emplary and other means of establishing a communications link between the computers may be used. 
[0035] In the description that follows, the invention will be described with reference to acts and symbolic represen- 
tations of operations that are performed by one or more computer, unless indicated otherwise. As such, it will be 

's understood that such acts and operations, which are at times referred to as being computer-executed, include the 
manipulation by the processing unit of the computer of electrical signals representing data in a structured form. This 
manipulation transforms the data or maintains it at locations in the memory system of the computer, which reconfigures 
or otherwise alters the operation of the computer in a manner well understood by those skilled in the art. The data 
structures where data is maintained are physical locations of the memory that have particular properties defined by 

20 the format of the data. However, while the invention is being described in the foregoing context, it is not meant to be 
limiting as those of skill in the art will appreciate that various of the acts and operation described hereinafter may also 
be implemented in hardware. 

[0036] The system and method of the present invention allows the computer system just discussed to operate in a 
wireless network, without requiring that the user to reconfigure the wireless network settings each time a connection 

25 to a different wireless network is desired, or when multiple networks are available. This provides a "just works" user 
experience, which greatly enhances the ability to realize the benefits of true nomadic computing. In this way, a wireless 
computer user may work on an established network at home, at work, in transit, at the airport, in a hotel, etc., and may 
form ad hoc wireless networks with other wireless users all without having to manually reconfigure or adjust network 
variable settings to enable association with the different network types. 

30 [0037] As discussed briefly above, various wireless networking standards have been and are being proposed. While 
the system and method of the invention will be described in conjunction with the IEEE 802.11 wireless networking 
specification, one skilled in the art will realize from the following description that the inventive concepts disclosed herein 
are not limited only to this one standard. Indeed, the zero configuration methodology of the present invention providing 
a "just works" experience to wireless computer users is applicable to all wireless and wired computing environments. 

35 [0038] In the IEEE 802.1 1 networking environment, there are two modes of operation available as introduced above, 
the Ad Hoc mode and the Infrastructure mode. As previously discussed, Figure 2 illustrates a simplified illustration of 
three IEEE 802.11 compliant computers, known as stations (STAs) 200, 202, 204, operating in an Ad Hoc wireless 
infrastructure mode. In this mode, the stations 200, 202, 204 form their own network, separate and apart from any 
network sen/ice provider or hardwired corporate LAN (with appropriate wireless access point (AP)). Such an ad hoc 

40 network allows a group of wireless computer users to associate as desired to collaborate, etc. in a meeting, at home, 
when no infrastructure network is available, etc. 

[0039] IEEE 802.1 1 also provides for an Infrastructure networking mode as illustrated in simplified form in Figure 3. 
In this mode, a wireless station (STA) 208 couples to the network 222 via a wireless access point (AP) 206. Once 
connected, the STA 208 has full networking ability to collaborate with other users 210, 212, 214 on the network 222, 

45 to use system resources (such as printer21 8), to access network file servers 21 6, etc. as if the STA 208 were hardwired 
to the network 222. Authentication of the STA 208 is provided in IEEE 802.11 as a link layer authentication, illustrated 
as line 224 between the STA 208 and the network 222. Enhanced user authentication to the Remote Authentication 
Dial In User Service (RADIUS) server 220 is also provided by the system of the present invention as illustrated by line 
226 from the STA 208 all the way to the RADIUS server 220. Indeed, the system and method of the present invention 

so also allows for additional or different authentication protocols and authentication servers to be used as desired. 

[0040] While it may be argued that operating in either of the modes illustrated in Figures 2 and 3 presents no undue 
burden for the wireless computer network user, the transition from one type to the other does present the manual 
reconfiguration and connection problems discussed above. Further, the selection of the appropriate or preferred net- 
work among several available also presents a challenge to the wireless network user. Such a situation is illustrated in 

55 Figure 4. As may be seen, it is possible, and indeed it may turn out to be the norm, that a station 228 (STA 1) may be 
able to network with network 1 230 via AP1 232, with network 2 234 via AP 2 236, and with another wireless user (STA 
2) 238 in an Ad Hoc mode. The circles 240, 242, and 244 represent the signal coverage area of network APs 232, 
236, and STA 2 238, respectively. Such a situation may be common in public access areas, such as, e.g., airports, 
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where multiple network service providers may have contracted to provide service and where multiple individual wireless 
computer users may be working ad hoc. 

[0041] The zero configuration system and method of the invention, therefore, provide the controlling logic to deter- 
mine when, how, and to whom a wireless user connects from the competing wireless networks available at any given 

s time and place, all without requiring user intervention or reconfiguration. As illustrated in Figure 5, the zero configuration 
system 246 operates as an interface between the various applications 248, 250, 252 and the various wireless networks 
(e.g., WAN 254, WLAN1 256, WLAN2 258, STA 260) to which they may be connected. The system 246 of the invention 
may utilize a much richer set of underlying criteria to make the connection decisions based on the information available 
to it. These criteria may include a multitude of factors including, e.g., service/network provider, signal strength from 

10 the various APs, data rates available from the various networks and required by the particular application, authentication 
systems used, cost per connection time, and other operating profiles (policies) that may be set by the user or may be 
downloaded from the employer. These policies may cover many more situations than could ever be remembered by 
an individual user, such as the preferred network connection configuration in all the major cities in the US. This is 
especially true if the company has branch offices in those cities or preferred agreements with different wireless network 

's providers in different markets. 

[0042] To set individual preferences, the wireless user may choose various settings for a particular interface through 
a user interface (Ul). While this Ul may take many forms, a preferred embodiment utilizes a configuration window. If 
multiple tabs are provided in the Ul, the configuration parameters for the system of the present invention may be placed 
underthe tab reference entitled, e.g., "Advanced". Under this "Advanced" tab the user is provided with various setting 

20 options that allow the user to tailor the operation of the system of the invention to his or her personal preferences. One 
option that is provided in one embodiment is an "Authentication" option setting that one can set (e.g., through a check- 
box) to enable IEEE 802.1X authentication. If this option is selected, the user thereafter may select the authentication 
method, e.g., EAP-TLS, EAP-MD5, or EAP-MSCHAP (via, e.g., a pull-down menu) to be used. When this authentication 
option setting is set, the STA will preferably use the IEEE 802.11 open authentication mode. 

25 [0043] The Ul of the present invention also preferably provides a zero configuration option setting that one shall set 
(e.g., a check-box) to enable zero configuration for the particular wireless IEEE 802.11 network interface. The zero 
configuration option setting is preferably selected by default, i.e., zero configuration check-box should be checked. 
Note that it is possible for a user to enable zero configuration while not enabling IEEE 802.1 X authentication on the 
STA. If the zero configuration option is selected, the STA will preferably use IEEE 802.11 open authentication mode. 

30 For non-IEEE 802.11 network interfaces, the zero configuration option setting may be ghosted out. 

[0044] The Ul of the present invention also provides the ability to select the Ad Hoc mode of operation. The Ad Hoc 
mode setting for the service set identifier (SSID) preferably includes a hard-coded default option in the Windows plat- 
form to "MSADHOC". Default settings for other operating platforms may also, of course, be provided. In this way, when 
the code queries for the existence of a particular registry variable that contains the SSID value for the Ad Hoc mode, 

35 if the variable does not exist in the registry, the code may use the default value of "MSADHOC". If there is a variable 
in the registry, the system may use the value in the particular registry variable. The user intending to change the default 
SSID for Ad Hoc mode may create a registry variable and instantiate it to the desired Ad Hoc mode SSID value. This 
ensures seamless operation for the normal Windows platform user under the zero configuration approach, while more 
advanced user are able to modify Ad Hoc mode SSID setting to the desired value via a registry setting update. Again, 

40 if the STA sees an ad hoc SSID existing in the network, it could use that to communicate with the STAs in that ad hoc 
network. Whether it goes with the registry value or MSADHOC or a visible ad hoc SSID as the SSID can be determined 
by policy (downloaded policy or specified through a Ul setting). 

[0045] In a preferred embodiment, right clicking the network interface icon for IEEE 802.11 network interfaces on 
the "sys tray" in the Windows environment will provide the user with network configuration details and also enable the 

45 user to make a selection. The Infrastructure mode category title will display a list of compatible (FH or DS) SSIDs 
visible in infrastructure mode. The user may then select a particular SSID from the displayed list. This is an extension 
to the Auto mode (discussed below) where the user specifies an SSID preference in the Infrastructure or Auto modes 
(in a preferred embodiment of the present invention the SSID list includes both infrastructure SSIDs and ad hoc SSIDs). 
[0046] If the user had earlier selected the Ad Hoc mode category, selecting a particular SSID from the displayed list 

so would enable the STA to force a transition out of Ad Hoc mode and restart the association mechanism per IEEE 802.11 
usage mode specified by the authentication option discussed above. Likewise if the user had selected the Infrastructure 
mode, selecting a particular SSID would enable the STA to disassociate from the current SSID and restart the asso- 
ciation mechanism per IEEE 802.11 usage mode specified by the authentication option discussed above. In a preferred 
embodiment, such a transition from Ad Hoc to Infrastructure mode or between SSIDs in the same mode preferably 

55 forces the STA to perform a scan by setting the SSID to a null value to update the SSID list before setting the SSID to 
the selected value. The STA may also force a scan followed by retrieval of the SSID list (NDIS 
OID_802_11_BSSIDJJST_SCAN and NDIS OID_802_11_BSSID_LIST in Windows platform embodiment), following 
which, the STA may set the selected SSID value. If the user selects a particular SSID displayed, the IEEE 802.11 
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network interface will be set to the mode pertinent for the SSID, i.e. infrastructure or ad hoc, open authentication mode, 
and then set the SSID to the user selection. 

[0047] The system of the present invention will cache the value of the particular SSID selected for present and future 
use in the Auto mode (discussed below). Further, an alternate embodiment of the system of the present invention also 

s caches multiple SSIDs selected, e.g. caching the last 4 distinct SSIDs selected by the user. This is particularly useful 
in the Auto and Infrastructure modes where the user would like the STA to initially attempt to associate with the preferred 
SSID(s) (selected or in the cache) among the retrieved SSID list (NDIS OID_802_11_BSSID_LIST in the Windows 
platform embodiment) if one is visible before attempting to associate with other visible SSIDs in the retrieved list. 
[0048] In the Ul of one embodiment, the Ad Hoc mode category title is displayed below the Infrastructure mode 

10 category title and the list of visible SSIDs. Once the user selects the Ad Hoc mode, the STA will remain in the Ad Hoc 
mode until the user selects an SSID in the list under Infrastructure mode or the Auto mode. If the user selects the Ad 
Hoc mode, the IEEE 802.11 network interface will be set to Ad Hoc mode. The Ad Hoc mode SSID value will also be 
set to a pre-configured SSID value in a particular registry variable if present (as discussed above) and if the registry 
variable is not present it should be set to "MSADHOC". Again, if there are visible ad hoc SSIDs and none of them is 

'5 the preferred MSADHOC, the STA may associate with the first one. 

[0049] In a further embodiment, the STA also presents a list of visible SSIDs in the Ad Hoc mode under this title. 
This list is generated by the initial scan process (NDIS OID_802_11_BSSID_LIST_SCAN in the Windows platform) 
followed by the retrieval of the SSID list (NDIS OID_802_11_BSSID_LIST in the Windows platform). This retrieved list 
includes information regarding the STAs beaconing in Ad Hoc mode. The user may select an Ad Hoc SSID from the 

20 list so that the STA associates with the particular IBSS cell. By default in a preferred embodiment, the list should include 
the SSID "MSADHOC" even if the particular IBSS cell is not visible. This enables the user to reset the Ad Hoc mode 
SSID value to the preferred Windows platform default setting of "MSADHOC" when desired. The system may also 
cache (instantiate/update the registry variable) the last selected Ad Hoc mode SSID value for future associations. 
[0050] The Auto mode category title introduced above is displayed below the Ad Hoc Mode category title in the Ul 

25 of one embodiment of the present invention. The Auto mode is preferably the default setting when the zero configuration 
option is set in the Ul under the Advanced tab for a particular network interface, as discussed above. Also, the user is 
allowed to select the Auto mode if currently operating in any other mode. If the user had earlier selected the Ad Hoc 
mode category, selecting the Auto mode enables the STA to force a transition out of Ad Hoc mode and restart the 
association mechanism to an Infrastructure mode wireless network if one is available. This association mechanism 

30 will be accomplished per the IEEE 802.1 1 usage mode specified as discussed above depending on whether the au- 
thentication option was selected or not. In a preferred embodiment, following a transition from Ad Hoc to Auto mode 
the STA will first perform a scan (by setting the SSIDto null valueoracallto the NDIS OID_802_11_BSSID_LIST_SCAN 
in the Windows platform) to update the SSID list. Following this the STA will initially attempt to associate with the 
preferred SSID(s) if one is visible (in the cache discussed above) from among the retrieved SSID list before attempting 

35 to associate with other visible SSID in the retrieved list. When the userselects the Auto mode, the IEEE 802.11 network 
interface will be set to the zero configuration approach utilizing the IEEE 802.11 usage mode specified. 
[0051] If the zero configuration option is selected and the IEEE 802.11 network interface is in the Ad Hoc mode (for 
a reason other than user selection of the Ad Hoc mode, e.g., the system is in the Auto mode and no Infrastructure 
wireless network was originally available), when the IEEE 802.11 network interface detects the availability of an infra- 

40 structure SSID that it has not failed an IEEE 802.11 association or IEEE 802.1 X authentication attempt, the system of 
the present invention will revert from the Ad Hoc to Infrastructure mode. Once in the Infrastructure mode, the system 
will attempt to associate and authenticate with the particular SSID that has just become available. This may be accom- 
plished, for example, through a polling mechanism by which the basic service set identification (BSSID) List is retrieved 
periodically by the system to determine whether to revert to Infrastructure mode. 

45 [0052] In one embodiment of the present invention operating in the Windows environment, the zero configuration 
system utilizes various new object identifiers (OlDs) through the network driver interface specification (NDIS) miniport 
driver to enable the new functionality of the present invention. These OlDs include the following: 



OID (Hex) 


OID Name 


Indication 


Query 


Set 


Mandatory 


0D010101 


OID_802_11_BSSID 




X 


X 


X 


OD010102 


OID_802_11_SSID 




X 


X 


X 


0D010203 


OID_802_11_NETWORK_TYPES_SUPPORTED 




X 






0D0 10204 


OID_802_11_NETWORK_TYPEJN_USE 




X 


X 


X 


OD010205 


Ol D_802_1 1 _TX_POWE R_LEVEL 




X 


X 




0D010206 


OID_802_11_RSSI 


X 


X 




X 


0D010207 


OID_802_11_RSSI_TRIGGER 




X 


X 
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(continued) 



OID (Hex) 


OID Name 


Indication 


Query 


Set 


Mandatory 


0D010108 
0D010209 


OID_802_11_INFRASTRUCTURE_MODE 

0 1 D_802_1 1 _F R AG M E NTATI 0 N_TH RESHOLD 




X 
X 


X 
X 


X 


0D01020A 


OID_802_11_RTS_THRESHOLD 




X 


X 




0D010208 


OID_802_11_NUMBER_OF_ANTENNAS 




X 






0D01020C 


Ol D_802_1 1 _RX_ANTENNA_S ELECTED 




X 


X 




0D01020D 


OID_802_1 1_TX_ANTENNA_SELECTED 




X 


X 




0DO1020E 


OID_802_11_SUPPORTED_RATES 




X 




X 


0D010210 


OID_802_11_DESIRED_RATES 




X 


X 




0D010211 


OID_802_11_CONFIGURATION 




X 


X 


X 


0D020212 


OID_802_11_STATISTICS 




X 






OD010113 


OID_802J1_ADD_WEP 






X 


X 


0D010114 


OID_802_11_REMOVE_WEP 




X 


X 


X 


0D01011B 


OID_802_1 1 _WEP_STATUS 






X 


X 


0D010115 


Ol D_802_1 1 _D IS ASSOCIATE 






X 


X 


0D010216 


OID_802_11_POWER_MODE 




X 


X 




0D010217 


OID_802_11_BSSID_LIST 




X 




X 


0D01011A 


OID_802_11_BSSID_LIST_SCAN 






X 


X 


0D010118 


OID_802_11_AUTHENTICATION_MODE 




X 


X 


X 


0D010119 


OID_802_11_PRIVACY_FILTER 




X 


X 





In operating systems other than Windows, e.g., Linux, Unix, etc., the media sense is from the network card, and may 
be passed up to the zero configuration application. 

[0053] Operation of the zero configuration system of the present invention may be better understood with reference 
to the simplified flow diagram of Figure 6. Once the wireless network card is discovered and found enabled, the system 
of the invention performs a scan 264 to determine the available wireless networks to which it may associate. From this 
scan, the system builds a BSSID list 266 of the networks detected. From this list, the system derives the compatible 
and preferred providers (SSIDs) 268 from the user preference settings or policies file. 

[0054] Once the wireless networks are detected and the user preferences checked, the system checks the default 
mode setting 270 for the wireless network card to determine if the user has enabled the Auto Infrastructure Preferred 
or Infrastructure modes, or the Auto Ad Hoc Preferred or Ad Hoc mode. If it is the Infrastructure or Auto Infrastructure 
preferred mode the system determines the authentication setting selected by the user 272. Based on this setting, the 
system of the invention begins to attempt to connect and authenticate with the available networks 274. If the IEEE 
802.1X option is selected, the system will first to perform an IEEE 802.11 association with one of the networks (as 
determined by step 268). If the system cannot perform the IEEE 802.11 association with the selected network, the 
system moves to the next preferred network. Once the IEEE 802.11 association has succeeded with one of the net- 
works, the system then attempts to perform IEEE 802.1 X authentication as a valid user with credentials. If this authen- 
tication is successful 276, the system stays with that network 278. If, in step 274, no networks succeed the I EEE 802.1 X 
authentication as a valid user with credentials, the system attempts to perform IEEE 802. 1X authentication as an 
unauthenticated user without credentials. As with the above, this process progresses sequentially through the list of 
networks, from the preferred to the remainder, until one is found that succeeds (step 276). 

[0055] If the authentication setting determined by step 272 does not require that the system utilize IEEE 802. 1X 
authentication, the system attempts to perform an IEEE 802.11 association with one of the networks (as determined 
by step 270). If the system cannot perform the IEEE 802.11 association with the selected network, the system moves 
to the next preferred network, and if all of the preferred networks fail, to the remainder of the BSSID list. Once the IEEE 
802.11 association has succeeded with one of the networks 276, the system stays with that network 278. 
[0056] If, however, no successful association can be made and the system has been set to the Infrastructure mode 
280, the system ends the association attempts 282 and remains off-line (i.e., not connected to a wireless network). If, 
on the other hand, the user had set the system to the Auto mode 280, the system transitions to the Ad Hoc mode. 
Once in the Ad Hoc mode (either through the Auto mechanism 280 or through the setting of Ad Hoc mode determined 
at block 270), the system selects 284 an SSID with which to associate. As discussed above, this SSID may be a value 
in a particular registry variable, if present, or may be the default value of MSADHOC if the registry variable is not 
present or may be one of the ad hoc SSIDs visible on the wireless network. In the current IEEE 802.11 b wireless space 
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in the US there are 11 RF channels. In one embodiment, the system of the invention, if using the registry specified 
value or the MSADHOC value, parks in a default channel (e.g., channel 6) to form an Ad Hoc network association. In 
another embodiment, the system scans the channels and determines which channels are free (not in use) at this 
location before deciding in which channel to establish the wireless Ad Hoc network in orderto minimize RF interference. 
5 If associating with a visible MSADHOC or some other ad hoc SSID, it parks itself In the channel on which this SSID is 
active. 

[0057] Once this selection and the selection of theSSID has taken place, the system of thepresent invention attempts 
to perform an IEEE 802.11 association with the selected SSID 286. If the system of the invention determines that the 
other STA to which it will associate is physically proximate (as determined by the signal strength), the system may 
10 buck the transmit power. If the association is successful, the user is now operating in an Ad Hoc mode. If not, the user 
continues to operate off-line. 

[0058] If the system is in the Ad Hoc mode 288, the association process ends at this point 290, until additional STAs 
become visible (through the channel scan, beaconing of the STAs, user selection of a network discover, user addition 
of another preferred SSID, etc.). If, however, the system of the invention is in Auto mode 288 with the default "Infra- 

15 structure mode preferred" set (the user may set a preference for Ad Hoc mode if so desired), the system continues to 
look for the appearance of Infrastructure networks 292. If a new Infrastructure wireless network becomes available 
294, the system will once again cycle through the functional blocks 266 ef seq. in an attempt to associate with the 
Infrastructure wireless network. If no new Infrastructure wireless network becomes available 294, the system waits for 
a few minutes 296 before again looking for the appearance of Infrastructure networks 292. 

20 [0059] In at least embodiments operating in the Windows environment, the system of the present invention is able 
to triangulate the position of the STA by knowing the position of the APs and the relative signal strengths of each 
through the network location API in Windows. This allows the zero configuration system to properly select network 
resources based on physical proximity. For example, by knowing the location of the wireless STA, a file selected to 
print may be sent to the closest printer, as opposed to the typical default printer at the users typical workstation. This 

25 information may also be used to pull up relevant information for that particular location, such as floor plans and location 
of network resources, etc. 

[0060] While the above discussion has focused mainly on the operation of the zero configuration system and method 
of thepresent invention in the context of wireless computing environments, Figure 7 illustrates that the present invention 
is not so limited. Indeed, a computing device may have a number of active interfaces that interconnect with available 
30 and potentially available networks.Theupperlayerprotocol stack 300 including applications requires peer level network 
connectivity with other computing devices. Network access to enable peer-to-peer connectivity at the upper layer pro- 
tocol stack 300 may be accomplished via a combination of lower layers of the protocol stack consisting of the network, 
link, and physical layers. From the upper layer protocol stack 300 perspective, it merely seeks network connectivity 
with the required parameters such as bandwidth, latency, and other cost metrics as well as policy. As such, Figure 7 
35 illustrates the zero configuration architecture consisting of a generic layer 302 interfacing with the upper layer protocol 
stack 300 above and interacting with interface-specific zero configuration layers 304, 306, 308, 310 below. The func- 
tionality of the generic portion of the zero configuration layer 302 operates to determine the appropriate interface (e. 
g., Wireless PAN 312, Wireless LAN 31 4, Wired LAN 31 6, and Wireless WAN 31 8) among the available active interface- 
specific zero configuration layers 304, 306, 308, 31 0. As described above, this selection may be based on criteria such 
40 as network parameter requirements. 

[0061 ] Each interface-specific portion 304, 306, 308, 31 0 of the zero configuration layer 302 is applicable to a specific 
interface, such as the Wireless PAN 312, Wireless LAN 314, Wired LAN 316, and Wireless WAN 318, respectively. 
Additionally, the algorithms used for the enumeration and selection of the active interface-specific zero configuration 
layer 304, 306, 308, 310 are equally applicable within each of the interface-specific portions 304, 306, 308, 310 of the 
45 zero configuration layer 302. That is, within each of the interface-specific interfaces 31 2,314, 31 6, 31 8 there may exist 
a number of instances of the actual physical interfaces. For example, a computing device may have more than one 
wired Ethernet interface connected to the same or different networks. Therefore, part of the interface-specific zero 
configuration functionality in layer 308 may also include simultaneous use of multiple physical interfaces for higher 
bandwidth and load balancing across multiple active physical interfaces. Similarly, the generic portion of the zero con- 
so figuration layer 302 may also engage in load balancing across multiple active interface-specific zero configuration 
layers 304, 306, 308, 310. As discussed above, the IEEE 802.11 zero configuration layer 306 enables a computing 
device to first determine the available IEEE 802.11 networks 314 in its vicinity and establish connectivity with the 
preferred IEEE 802.11 network from the list of visible IEEE 802.11 networks. Similarly, the wired Ethernet zero config- 
uration layer 308 with multiple active physical interfaces 316 may determine which interface should be used to connect 
55 to the network. 

[0062] An example of a user scenario enabled by the generic zero configuration layer 302 is given below. In this 
example, the computing device includes a General Packet Radio Service (GPRS) network interface 31 8 (a2.5G cellular 
wireless WAN solution), an IEEE 802.11 network interface 31 4 (a wireless LAN solution), and an Ethernet card 316 (a 
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wired LAN solution). Initially, the user is outside the IEEE 802.11 wireless LAN coverage but is within the GPRS wireless 
WAN coverage. In this situation, the zero configuration layer 302 establishes network connectivity via the GPRS wire- 
less WAN interface 318, and the user has access to the required computing resources. 

[0063] As the user enters a building that has IEEE 802.11 wireless LAN coverage, the generic portion of the zero 
s configuration layer 302 determines that it can now avail itself of both the GPRS wireless WAN and I EEE 802.1 1 wireless 
LAN. The available bandwidth of a IEEE 802.11 wireless LAN is typically much greater than the GPRS wireless WAN 
and the user may incur additional costs to use the GPRS wireless WAN. Therefore, the zero configuration layer 302 
may establish the network connectivity via the IEEE 802.1 1 wireless LAN and re-direct all ongoing and future network 
connections via this interface 314. Once this has been accomplished, the GRPS wireless WAN connectivity may be 
10 disabled. 

[0064] The IEEE 802.11 connectivity Is maintained as the user moves throughout the building. As the user enters 
his/her office, the user may connect the portable computing device to an Ethernet connection by, e.g., plugging in a 
cable or placing the computing device in a docking station that has a hardwired LAN connection. At this point, the zero 
configuration layer 302 again operates based on user preferences and system parameters to establish network con- 
's nectivity via the wired LAN interface 316. If the computing device were a laptop computer having both a PCMCIA 
(Personal Computer Memory Card International Association) network card and docking station connectivity to the wired 
LAN, the interface specific zero configuration layer 308 would choose the appropriate of the two interfaces 31 6 through 
which to establish the network wired connection. 

[0065] By this mechanism the generic zero configuration layer 302 determines the available active interface specific 

SO zero configuration layers (306, 308, and 31 0 in this example) and preferentially selects the appropriate interface 318, 
314, 316 at any given instant. It should be noted that while it is normally feasible to re-direct ongoing data connections 
without impacting user experience, it may not be possible to do the same for ongoing real-time applications such as 
voice communication. In such cases the zero configuration layer 302 may selectively re-direct only the acceptable 
ongoing connections. The re-direction of connections based on the availability of a more suitable interface specific 

25 zero configuration layer (304, 306, 308, 31 0) is accomplished without user intervention. From an upper layer protocol 
stack 300 and applications perspectives the zero generic configuration layer 302 constantly works towards providing 
the most appropriate network connectivity from the list of available active interface specific zero configuration layers 
304, 306, 308, 310. Similarly, each of the interface specific zero configuration layers 304, 306, 308, 310 constantly 
works towards providing the most appropriate physical network connectivity from the available list of active physical 

30 network interfaces 312, 314, 316,318. 

[0066] In view of the many possible embodiments to which the principles of this invention may be applied, it should 
be recognized that the embodiment described herein with respect to the drawing figures is meant to be illustrative only 
and should not be taken as limiting the scope of invention. For example, those of skill in the art will recognize that the 
elements of the illustrated embodiment shown in software may be implemented in hardware and vice versa or that the 

35 illustrated embodiment can be modified in arrangement and detail without departing from the spirit of the invention. 
Therefore, the invention as described herein contemplates all such embodiments as may come within the scope of the 
following claims and equivalents thereof. 



40 Claims 

1 . A zero configuration method to allow a computer user to experience "just works" network connectivity for wired 
network, wireless infrastructure, and wireless ad hoc modes of networking operation, comprising the steps of 
checking user preferences for network connectivity, scanning for network presence, and connecting to a network 

45 based on the user preferences. 

2. The method of claim 1, wherein the step of checking user preferences comprising the steps of checking for a 
default mode setting, checking for a preferred list of network providers, and checking an authentication mode 
setting. 

50 

3. The method of claim 2, further comprising the steps of constructing a basic service set identification (BSSID) list 
of all networks discovered from the step of scanning, deriving preferred and compatible service set identifiers 
(SSIDs) from the BSSID list, and wherein the step of connecting to a network comprises the step of connecting to 
the preferred and compatible SSIDs. 

55 

4. The method of claim 3, wherein the step of connecting to the preferred and compatible SSIDs comprises the steps 
of selecting one of the preferred and compatible SSIDs, attempting to associate with the selected one of the pre- 
ferred and compatible SSIDs based on the authentication mode setting, and when unable to associate with the 



11 



EP 1 241 838 A2 



selected one of the preferred and compatible SSIDs selecting another of the preferred and compatible SSIDs to 
which to attempt association until an association is formed. 

5. The method of claim 1 , wherein the step of checking user preferences comprising the step of checking for an 
authentication mode setting, and wherein the step of connecting to a network comprises the steps of performing 
IEEE 802.11 association with a wireless network, and connecting as a valid user with credentials when the au- 
thentication mode setting is set to IEEE 802.1 X authentication. 

6. The method of claim 5, wherein the step of connecting to a network further comprises the step of connecting as 
an unauthorized user without credentials when the step of connecting as a valid user with credentials fails. 

7. The method of claim 1 , wherein the step of checking user preferences comprising the step of checking for an 
authentication mode setting, and wherein the step of connecting to a network comprises the step of performing 
IEEE 802.11 association with a wireless network when the authentication mode setting is not set to IEEE 802.1X 
authentication. 

8. The method of claim 1 , wherein the step of checking user preferences comprises the step of checking for a default 
mode setting, wherein the step of connecting to a network fails, and when the default mode setting is set to auto 
mode further comprising the step of selecting an ad hoc mode of operation. 

9. The method of claim 8, wherein the step of selecting the ad hoc mode of operation comprises the steps of selecting 
an ad hoc SSID, and attempting an IEEE 802.11 association with the selected SSID. 

10. The method of claim 9, wherein the step of selecting an ad hoc SSID comprises the step of selecting a default ad 
hoc SSID. 

11. The method of claim 9, further comprising the step of monitoring for the appearance of an infrastructure wireless 
network when the default mode setting is set to auto, infrastructure preferred mode, and connecting to the infra- 
structure wireless network upon its appearance. 

12. The method of claim 9, further comprising the step of monitoring for the appearance of an ad hoc wireless network 
when the default mode setting is set to auto, ad hoc preferred mode, and connecting to the ad hoc wireless network 
upon its appearance. 

13. The method of claim 1 , wherein the step of checking user preferences for networking connectivity comprises the 
step of checking a connection policy file. 

14. The method of claim 1 , wherein the step of checking user preferences for networking connectivity comprises the 
step of checking for a default mode setting, and wherein the default mode setting includes an infrastructure mode 
allowing connectivity only with infrastructure wireless networks, an ad hoc mode allowing connectivity only with 
ad hoc wireless networks, an auto infrastructure preferred mode allowing connectivity with both infrastructure 
wireless networks and ad hoc wireless networks with a preference for the infrastructure wireless networks, and 
an auto ad hoc preferred mode allowing connectivity with both infrastructure wireless networks and ad hoc wireless 
networks with a preference for ad hoc wireless networks. 

1 5. A zero configuration method for enabling nomadic wireless computing, comprising the steps of scanning to deter- 
mine a presence of wireless networks and other wireless stations (STAs), selectively attempting to connect with 
the wireless networks in an infrastructure mode, and when unable to connect to any wireless network in an infra- 
structure mode, selectively attempting to associate with the other wireless stations in an ad hoc mode. 

16. The method of claim 15, further comprising the step of operating in an off-line mode when unable to connect to 
any wireless network in an infrastructure mode and when unable to associate with another wireless station in an 
ad hoc mode. 

1 7. The method of claim 15, further comprising the steps of detecting a presence of a wireless network not previously 
detected, and attempting to connect with the wireless network not previously detected when operating in one of 
the infrastructure, ad hoc and an off-line mode. 
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18. The method of claim 15, further comprising the steps of creating a listing of all wireless networks detected by the 
step of scanning, identifying compatible and preferred wireless networks based on user preferences, and wherein 
the step of attempting to connect to a wireless network comprises the step of first attempting to connect with the 
preferred wireless networks. 

19. The method of claim 15, wherein the step of attempting to connect to a wireless network comprises the steps of 
determining a user preference for an authentication method, performing an IEEE 802.11 association with the wire- 
less network, and connecting as a valid user with credentials when the authentication mode setting is set to IEEE 
802.1 X authentication. 

20. The method of claim 19, wherein the step of attempting to connect to a wireless network further comprises the 
step of connecting as an unauthorized user without credentials when the step of connecting as a valid user with 
credentials fails. 

21. The method of claim 15, wherein the step of attempting to connect to a wireless network comprises the steps of 
determining a user preference for an authentication method, and performing an IEEE 802.11 association with the 
wireless network when the authentication mode setting is not set to IEEE 802.1 X authentication. 

22. The method of claim 15, further comprising the step of checking for a user defined mode setting, and wherein the 
step of selectively attempting to connect with the wireless networks in an infrastructure mode is disabled when the 
user defined mode is set to ad hoc, and wherein the step of selectively attempting to associate with the other 
wireless stations in an ad hoc mode is disabled when the user defined mode is set to infrastructure mode. 

23. The method of claim 1 5, further comprising the step of checking for a user preference for an operating mode, and 
wherein the step of selectively attempting to connect with the wireless networks in an infrastructure mode is per- 
formed before the step of selectively attempting to associate with the other wireless stations in an ad hoc mode 
when the user preference indicates a preference for the infrastructure mode. 

24. The method of claim 1 5, further comprising the step of checking for a user preference for an operating mode, and 
wherein the step of selectively attempting to connect with the wireless networks in an infrastructure mode is per- 
formed after the step of selectively attempting to associate with the other wireless stations in an ad hoc mode 
when the user preference indicates a preference for the ad hoc mode. 

25. A computer-readable medium having computer-executable instructions for performing steps, comprising checking 
user preferences for wireless networking connectivity, scanning for wireless network presence, and connecting to 
a wireless network based on the user preferences. 

26. A computer-readable medium having computer-executable instructions for performing steps, comprising scanning 
to determine a presence of wireless networks and otherwireless stations (STAs), selectively attempting to connect 
with the wireless networks in an infrastructure mode, and when unable to connect to any wireless network in an 
infrastructure mode, selectively attempting to associate with the other wireless stations in an ad hoc mode. 

27. A method of providing a just works user experience to network connectivity in a nomadic computing environment, 
comprising the steps of: 

determining, at an interface specific zero configuration layer, available network connectivity interfaces; 
selecting, at the interface specific zero configuration layer, a preferred network connectivity interface; 
communicating network connectivity availability from the interface specific zero configuration layerto a generic 
zero configuration layer; 

selecting, at the generic zero configuration layer, a preferred network connectivity from the communicated 
available network connections; and 

establishing network connectivity with the preferred network connection. 
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